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MNOJIUTUKA
00O «Apt/JlenTa» B OTHOIIEHUH 00PadOTKHU MEPCOHATBHBIX JAHHBIX

1. OO6mue noJioKeHusl.

[Monutnka OOO «Apt/leHTan» B OTHOLIEHUH 00pabOTKM NMEPCOHANBHBIX JaHHBIX (nanee — [lonurtuka)
orpezieIsieT TOPSAOK, YCIOBUS O0pabOTKM NEPCOHANBHBIX [JaHHBIX W pealn3alyio TPeOOBaHWH IO 3aluTe
nepcoHanbHbIX JaHHBIX B OO0 «Apt[entamy.

[NonuTHka B oTHOmEHNU 00paboTku nepcoHanbHbIX faHHBIX OO0 «Aptentan», OI'PH 1097847096104,
MHH 7802466818, 194295, r.Cankt-IlerepOypr, np.IIpocBemenus, 1.33, kopm.2, mom. 49 H (manee — Omneparop)
pa3paborana B cootBercTBHH ¢ Koucturymmeit Poccuiickoit ®emepannmn, TpymoBeiM komekcom Poccuiickoii
Oeneparun, [paxmanckum kogekcoM Poccuiickonr ®@enepannu, PemepanbHbiM 3akoHOM «O0 mHpOpMAIUH,
MH()OPMAMOHHBIX TEXHOJIOTHAX M O 3amuTe HHpopManun», PenepanbHbIM 3aK0HOM «O MEPCOHANBHBIX TaHHBIX),
WHBIMHU (eZiepaTbHBIMU 3aKOHAMHU U HOPMATHBHO IIPAaBOBBIMU AKTaMH.

B nacrosmeit [TonuTHKe MCIONB3YIOTCS OCHOBHBIE MOHSTHS, ONpezeicHHble B cTaThe 3 demepanbHOro
3akoHa oT 27 utonsg 2006 rona Ne 152-@3 «O nepcoHaIbHBIX JaHHBIX.

[MonuTHka pa3paboTaHa ¢ LENbI0 00eCIeYeHHs 3allIUThI IPaB U CBOOO/ CyOBEKTa NMEPCOHANBHBIX JTAHHBIX
(ITdn) npu obpadotke ero I1J/Jn. [1/1H sBisitoTcs koHUAeHManbHON HHbopMarel. ObecnieueHne HE0OXO0TUMOTO
U J0CTATOYHOTO ypoBHs Oe3zomacHoctd 1/ u apyroil KoHpUIEHIMATLHON HH(GOPMAIMK SBISETCS Ba)KHEHIIUM
ycnoBueM aesrenbHoctd OO0 «Apt/enTtany.

2. TepMmuHBI M OnipejeJieHUs

[lepconanbHBIE HaHHBIE - TF00ast HHPOPMAIHS, OTHOCAIIASACS K IPSMO HIH KOCBEHHO ONPEEICHHOMY WIIN
ornpeznenseMoMy GU3HMIECKOMY JHILY (CyOBEKTy IepCOHANBHBIX JaHHBIX ).

OmepaTtop - TOCYAapCTBEHHBII OpraH, MyHHLHIIANBHBIA OpraH, IOPUANYECKOE WM (HU3MUECKOE JHUIIO,
CaMOCTOATENbHO WM COBMECTHO C APYTMMH JIMIIAMH OpraHu3yoomue W (WIM) OCYyLIECTBIIIOMHNE 00paboTKy
MEPCOHAJIBHBIX JaHHBIX, a TAKXKE ONpPEAeIAIone Heid 00pab0oTKH NMEepCOHABHBIX JAHHBIX, COCTAB MEPCOHAIBLHBIX
JIAHHBIX, TOJUIEXKAIINX 00paboTKe, NeUCTBHs (ONepalin), COBEpIIaeMbIe C EPCOHATLHBIMU TAHHBIMHU.

O0paboTKa MepcoHaNbHBIX JaHHBIX - JI00oe JjeiicTBhe (omepanus) WIM COBOKYIHOCTH JEHCTBHMN
(omeparuif), coBepIIaeMbIX C HCIOIB30BAaHUEM CPEICTB aBTOMATH3AIIUK MM 0e3 MCIIOIh30BAHUS TaKHX CPEJICTB C
MEepCOHAJIBbHBIMU JIAHHBIMH, BKJIIOUYas cOOp, 3alKCh, CUCTEMATH3allMIO, HAKOIUIEHHE, XpaHEHWE, YTOYHEHHE
(oOHOBNIEHHME, M3MEHEHUE), N3BJICUEHHE, HCIIOJIF30BAHNE, NTepeaady (pacnpocTpaHeHNe, IpeloCTaBIeHUE, TOCTYIN),
obe3muuBanue, OJOKUPOBAaHUE, YAAICHHE, YHUITOKEHNE NIePCOHATIbHBIX TaHHBIX.

ABTOMaTH3MpOBaHHAs 00pabOTKAa IEPCOHAIBHBIX JaHHBIX - 00pabOTKa NEepPCOHAIBHBIX MAAaHHBIX C
MIOMOIIBIO CPEJICTB BBIYHUCINTEIBHON TEXHUKH.

PacripocTpaneHne NEepCOHANBHBIX JAHHBIX - JICHCTBUS, HAIpPaBICHHBIE Ha PACKPBITHE IE€PCOHAIBHBIX
JTAaHHBIX HEOTIPEIEICHHOMY KPYTY JIHIL.

[IpenocraBieHne NepCOHATIBHBIX MAHHBIX - JEHCTBUS, HAIPaBJICHHbIE HAa PACKPHITHE MNEPCOHANBHBIX
JTaHHBIX OMpPEeICHHOMY JIITY WM ONIPEIeICHHOMY KPYTY JIUIL.

BbnokupoBaHue NepcoHaIbHBIX JaHHBIX - BpEMEHHOE MpeKpalleHne 00paboTKH NepCOHAIbHBIX IaHHBIX (32
UCKITIOUEHHEM CITy4daeB, eclid 00paboTka Heo0X0oauMa ATl yTOYHEHHS IePCOHATIBHBIX JAHHBIX).

YHUUYTOXKEHHE MEPCOHANBHBIX NAHHBIX - JEHCTBUSA, B pe3ylbTaTe KOTOPHIX CTAHOBUTCS HEBO3MOXKHBIM
BOCCTAaHOBHUTH COZEP)KaHHE NTEPCOHATBHBIX JAHHBIX B MH(OPMAIIMOHHOH CHCTEME TIEPCOHAIBHBIX TaHHBIX U (HJIH) B
pe3yabTaTe KOTOPBIX YHUUYTOXKAIOTCS MaT€pHAIbHbIe HOCUTENIHN NIEPCOHATBHBIX JAHHBIX.

OO0e3nMunBaHNEe NMEPCOHAIBHBIX JAHHBIX - JIEHCTBHS, B PE3YJIbTaTe KOTOPBIX CTAHOBHTCS HEBO3MOXKHBIM
0e3 WCIOJIb30BaHMS JIONOJHHUTENFHOH WH(OpMAaNUU OIPEAEIUTh HPUHAJIC)KHOCTh IEPCOHAIBHBIX JIAHHBIX
KOHKPETHOMY CYOBEKTY MEpCOHAIIBHBIX JaHHBIX.

WudopmannonHas cucTemMa NEepCcOHANbHBIX JAHHBIX - COBOKYITHOCTH COJIEpXKaIIMXcsi B 0a3ax JaHHbBIX
MEepPCOHATBHBIX JaHHBIX W 00ECHeuYMBaIOIMX HX 00paboTKy HH(POPMAIMOHHBIX TEXHOJIOTMH M TEXHHYECKHX
CPEACTB.

TpaHcrpanndHas mepenada MEePCOHANBHBIX AAHHBIX - Mepeada MEepCOHANBHBIX AAHHBIX Ha TEPPHUTOPHUIO
WHOCTPAHHOTO TOCYJapCTBa OpraHy BJACTH WHOCTPAHHOTO TOCYJapCTBa, HHOCTPAHHOMY (PM3NYECKOMY JIHIY WIIH
MHOCTPAaHHOMY IOPHINYECKOMY JIUILY.

3. HasHayeHue U IpaBOBas OCHOBA AOKyMeHTa

IMomutnka OO0 «Aptenran» (nanee mo Tekcty — OpraHuzanus) ONpEAENseT CHCTEMY B3IJIAJ0B Ha
npobiieMy obecrieueHnss 0€30MaCHOCTH IMEPCOHAIBHBIX JAHHBIX M TIPEACTABISACT COOOH CHUCTEMATH3UPOBAHHOE
M3JIOKCHNE IeNed W 3aJad 3alluThl, KaK OJHO WJIM HECKOJIIBKO TPAaBHI, NMPOLEAYp, MPAaKTHIECKUX NPHEMOB H
PYKOBOASIINX MPUHIUIIOB B 001acTH HHGOPMAIIMOHHON 0€3011acHOCTH, KOTOPEIMHU PYKOBOACTBYeTCs: OpraHu3anus
B CBOCH AEATENBHOCTH, @ TAK)KE OCHOBHBIX NPHHIUIIOB IMOCTPOCHHS, OPraHU3AIMOHHBIX, TEXHOJIOTHYECKHX H
MPOLEAYPHBIX ACHEKTOB 0OecTIeueH s 0€30MaCHOCTH NEPCOHANBHBIX JTaHHBIX.



3akoHoaTenbHOM OCHOBOM Hactosmed I[lomutukm sBhstorcs Koncturymus Poccuiickoit deneparum,
I'paxxganckuii, YronoBueli m TpynoBoi xonmekcbl, denepanmbHblli 3akoH oT 27.07.2006 Ne 152-®3 «O
MEPCOHATBHBIX JAaHHBIX», 3aKOHBI, YKa3bl, NOCTAHOBJICHUS, OPYrHMe HOPMAaTHBHBIE TOKYMEHTHI AEHCTBYIOIIETO
3akoHonatenbcTBa Poccuiickont @eneparim, nokymeHTs! DCTIK 1 @CB Poccun.

Hcnone3oBanne naHHOM IloMMTUKM B KadeCTBE OCHOBBI MMl INOCTPOEHUS KOMIUIEKCHOM CHCTEMBI
nH(pOpMAIMOHHON 6€30ITaCHOCTH MEPCOHANBHBIX JAaHHBIX OPTraHW3alM{ MO3BOJIUT ONTHMU3HUPOBATH 3aTPATH HA €€
MOCTPOCHHUE.

IMpu paszpabotke IlOMUTHKM YYHUTHIBAIIMCH OCHOBHBIC NPUHIMUIBI CO3AaHHS KOMIUIEKCHBIX CHUCTEM
obecrieueHnst 0e30mMacHOCTH HMH(MOPMALUH, XapaKTEPUCTUKKM M BO3MOXKHOCTH OPTaHH3alMOHHO-TEXHUYECKHX
METOJIOB ¥ COBPEMEHHBIX allapaTHO-IIPOrPaMMHBIX CPEACTB 3alIUThHl U IPOTHBOACHCTBUS yrpo3aM 0e30MacHOCTH
nHbopMaLuH.

OcHoBHBIE TOJOXKeHUs [oMMTHKN 6a3MpyrOTCs HAa KAYE€CTBEHHOM OCMBICICHHH BOIPOCOB 0€30MacHOCTH
MHPOPMALU U HE 3aTParMBalOT BOIPOCOB 3KOHOMHUYECKOTO (KOIMYECTBEHHOTO) aHAIHM3a PUCKOB W 0OOCHOBAHUS
HEOOXOIMMBIX 3aTpaT Ha 3alIUTy WHPOPMALUH.

3.1. IIpaBoBOE OCHOBaHMeE 06Pa6GOTKH NNEPCOHAILHBIX JaHHBIX

Oobpabotka IIJIH ocymiecTBiIseTCsS Ha OCHOBE CIEOYIOMMX (QenepalbHBIX 3aKOHOB W HOPMATHBHO-
MPaBOBBIX AKTOB!

I'paxnanckuit Konexe PO;

Tpynoeoit Komexe P® ot 30.12.2001 No197-®3 (ct. 65, ct. 85-90);

®enepanbHbli 3ak0H 0T 27.07.2006 No 152-03 «O nepcoHaIbHBIX JaHHBIX;

ITocranoBnenue ['ocynapctBenHoro komutera Poccuiickoit @eneparyu no craructuke ot 05.01.2004 r.
No 1 «O06 yrBepxkIeHUH YHU(HUIUPOBAHHBIX (OPM MEPBUYHOW YYETHOH NOKYMEHTAlMU IO y4YeTy TpyJa H €ro
OIIIAThI;

[puxa3z ®HC Poccun ot 17.10.2010 No MMB-7-3/611@ «O06 yTBep:xkaeHnu (GOpMBI CBEICHHI 0 JOX0IaxX
(u3MUECKUX JUII M PEKOMEHIALUK II0 €€ 3arojHEeHuIo, (opmara cBeleHHMH O MOXomax (U3MYECKHX JHI[ B
3JIEKTPOHHOM BHJIE, CIIPABOYHHKOB;

Oenepanprenii 3akoH PO ot 24.07.2009 N0212-®3 «O crpaxoBeix B3HOcaXx B IIeHCHOHHBIA (OHT
Poccuiickoit Penepaunu, PoHn commambHOro crpaxoBaHus Poccuiickorr Deneparun, DenepanpHblii (GoHA
0053aTeIbHOI0 MEIUITTHCKOTO CTPAXOBAHUSY;

®enepanpubiii 3akoH oT 01.04.1996 No 27-®3 «O6 nHIuBHIYyansHOM (IepCOHU(UIIMPOBAHHOM) ydeTe B
cucTeMe 00s3aTeIbHOTO IEHCHOHHOTO CTPAXOBAHUS.

[Mocranosnenue [pasienus [IOP PO ot 31.07.2006 No 192n «O dpopmax JOKYMEHTOB WHIUBHIYAILHOTO
(mepcoHNPUITMPOBAHHOTO) ydeTa B CHUCTeME O00s3aTeNbHOTO MEHCHOHHOTO CTPaxOBaHUS M HHCTPYKIMH IO HX
3aIM0JIHEHHUION;

®enepanpHenii 3ak0H 0T 06.12.2011 No 402-03 «O OyxrantepckoM ydere;

OenepanpHenid 3akoH oT 21.11.2011 No 323-®3 «O0 ocHOBax OXpaHHI 3J0pOBBs TpaXkaaH B Poccuiickoit
denepanumn»;

[ocranosnenwne [IpaBurenscta PO ot 04.10.2012 No 1006 «O6 yrBepxkaennu [IpaBui npempocTaBIcHUsS
MEIUIMHCKUMH OPTaHU3ALMsIMH IIATHBIX MEIUIUHCKUX YCITyT»;

[Ipuka3z Munsnpascoupazsutus Poccuu ot 22.11.2004 No 255 «O nopsiake okazaHus NEPBUYHON MEAUKO -
CaHUTAPHOW NOMOIIIM rpakJaHaM, HMEIOIUM MPABO Ha MOoJIyYyeHHne Habopa COLMATIbHBIX yCIyT»;

IIpukaz ®MBA PD ot 30.03.2007 No 88 «O n006poBOIBHOM WHGOPMUPOBAHHOM COTJIACHU
HaMEIUIIMHCKOE BMEIIATEILCTBOY;

denepanbubiii 3akoH oT 29.11.2010 No 326-03 «O06 o00s3aTenbHOM MEAUIIMHCKOM CTPaXOBaHUH B
Poccuiickoit ®enepanuny;

IIpuxa3s Munzapasconpassutus Poccum ot 28.02.2011 No 158H «O6 yrBepxknaenun Ilpasmn
00513aTeILHOT0 MEANIIMHCKOTO CTPaXOBaHU»;

[Mpuka3 PenepanbHoro ¢onma ob6s3aTeNbHOrO MeauUUHCKOro crpaxoBanus ot 01.12.10 No 230 «O6
yrBepxkaeHnn [lopsiika opraHm3anMu M TPOBEAEHHS KOHTPOJsT OOBEMOB, CpOKOB, KadyecTBa W YCIOBHH
MPe0CTaBIICHNS! MEAUIIMTHCKON TIOMOIIH I10 00513aTEIbHOMY MEJUIIMHCKOMY CTPaXOBaHHUION;

[Mpuka3z Munzapascoupaszsutust Poccnn ot 02.05.2012 No 441n «OO6 yrtBepxnennu Ilopsaka Bblnadn
MEINUITUHCKIMHA OPTaHU3AIMSMHA CIIPAaBOK U METUIIMHCKHX 3aKIIIOYCHAN»;

ITocranosnenne IlpaBurenmscTtBa Omckoit obmactu ot 12.12.2012 No 262-n «O TeppuropuaibHON
MpoTpaMMe TOCYNapCTBEHHBIX TapaHTHH OECIIATHOTO OKa3aHWS TpakJaHaM METUIMHCKOW momormm B OMCKOH
obnactu Ha 2013 rox u Ha TutaHOBRIN niepuox 2014 u 2015 rogoBy.

3akoH P® o1 27.11.1992 No 4015-1 «O06 opranmuzanmu cTpaxoBoro nena B Poccuiickoit @enepanuny;

Oenepanpupnii 3akoH oT 02.05.2006 No 59-®3 «O mopsiike pacCMOTpeHHsS OOpalIeHHil TpaxkIaH
Poccuiickoit @enepanum»;

3akon P® o1 07.02.1992 No 2300-1 «O 3ammre npaB noTpeduTeneii»;

IMucemo banka Poccum ot 02.10.2009 No 120-T «O namsitke «O mepax 0e301macHOr0 HCIIOJIb30BAHMS
0GaHKOBCKUX KapT».



4. OCHOBHBIMM 00'beKTaMH CHUCTE€MBbI 6€30IaCHOCTH NMEePCOHAbHBIX JAaHHBIX B OpraHu3anyu
ABJIAIOTCS:

- nH(OPMALMOHHBIE PECYPCHI ¢ OTPaHHYECHHBIM JIOCTYIIOM, COJeprKalllie epCOHAIbHBIC TaHHEIE;

- nporeccsl 00pabOTKH MEepCOHANBHBIX JAHHBIX B HHMOPMAIMOHHBIX CHCTEMax IepCOHAIBHBIX
MaHAbIX OpraHm3anuy, THPOPMAINOHHBIE TEXHOJOTHH, PETIIaMEHTHI U MPOIeIypsl cOopa, 00paboTKH, XpaHeHHS U
nepenavy “HGOpMaNnH, IepcoHal pa3paboTIMKOB U MOJIH30BATENEH CUCTEMBI U €€ 00CITy KUBAIOIIII IEPCOHA;

- nHopMalMoHHasA HHPPACTPYKTYypa, BKJ/IOYAOLIAS CHUCTEMBbl O06pPabOTKM W aHa/au3a
HHbOpMALMY, TeEXHUYECKHe U MPOorpaMMHbIE CPeJCTBa ee 00pabOTKH, Mepefjadyd U OTOOpPaKeHUs, B TOM
4yucjie KaHalbl MHPOPMALMOHHOTO OOMeHa M TeJeKOMMYHHUKAlMH, CHCTEMBl U CpPEeJCTBA 3aLUThI
HHbOpManUH, OGBEKThl U IMOMEIIEHUs, B KOTOPBIX PACHOJIOKEHbl TeXHHUYEeCKHe CpeACcTBa 06pabOTKHU
HepPCOHAJIbHBIX JaHHBIX.

5. HHTepecsl 3aTparuBaeMbIX Cy6beKTOB MHPOPMaLMOHHBIX OTHOIIEHU

Cy6obekTaMi HUHOOPMAIMOHHBIX OTHOLIEHUH NpPU obecreyeHUH O6e30MaCHOCTH IMEPCOHATbHBIX
JaHHbIX OpraHu3anuu sIBJASOTCH:

- OpraHusanys, Kak COGCTBEHHUK MHPOPMaLOHHBIX PEeCYpCOB;

- PYKOBOJCTBO MU COTpPYAHUKHM OpraHusaluy, B COOTBETCTBHHU C BO3JIOXKEHHBIMHM Ha HHUX
GYHKIUAMY;

- dusnveckue ML, He ABJAAKIIMecS COTpyAHHKaMu OpraHusanuy, HO UMEIUMU C Hel
OTHOILEHHUS.

[lepeuynciieHHbIe CYO'bEKTHI MHPOPMALMOHHBIX OTHOIIEHUH 3aMHTEPECOBAHbI B 00€CIeYeHNHU!

- CBOEBPEMEHHOTO JJOCTYTa K HE0O6X0AUMBIM UM [1€pCOHAJbHBIM JAaHHBIM (MX JOCTYIHOCTH);

- JIOCTOBEPHOCTH ([IOJIHOTBI, TOYHOCTH, a/leKBaTHOCTH, [1eJI0OCTHOCTH) EPCOHAJIbHBIX JaHHbIX;

- KOHQUIEeHIIMATIbHOCTHU (COXpaHEeHHs B TaliHe) IepCOHA/IbHbIX JaHHBIX;

- 3alUTHl OT HaBA3bIBAHUS WM JIOXKHBIX (HEJLOCTOBEPHBIX, HWCKaKEHHBIX) IMePCOHaJbHBIX
JIAHHBIX;

- pa3rpaHWYeHHs OTBETCTBEHHOCTU 3a HApyLIEHHUS MX NpaB (MHTEPECOB) W yCTAaHOBJIEHHBIX
IpaBuUJI 06palleHus C IepCOHabHBIMU JJAHHBIMY;

- BO3MOXKHOCTH OCYLIECTBJIEHUS] HENPEPBbIBHOIO KOHTPOJII M YIPaBJeHHUs IpoLeccaMu
06paboOTKH U Nlepeady epCOHANbHBIX JAaHHBIX;

- 3alMThI IePCOHAIbHBIX JJAHHBIX OT HE3aKOHHOTO PacnpoCTpaHeHHSI.

5.1. Lesiu 3alUTDI

OCHOBHOU 1IeNbIO, HA TIOCTIXKEHUE KOTOPOH HANpaBIIEHbI BCE MOJIOKEHUsI HacTosmel [lonutnku, sBhseTcs
3ammuTa Cy0OheKTOB HHPOPMAITMOHHBIX OTHOIIEHUH OpraHu3aiiy OT BO3MOXHOT'O HAaHECEHUS UM MaTepUaIbHOTO,
(hm3H9IecKoro, MOPaTFHOTO WM MHOTO yIiep0a, OCPEACTBOM CIYYAHHOTO WIH IPETHAMEPESHHOTO BO3ACHCTBUS Ha
MIepCOHANBHEIC JaHHBIC, HX HOCHTEIH, IPOLECCH 00pab0TKH U TIepeIayvH.

VYkazaHHasE Ie7b JOCTHTACTCS MOCPEICTBOM OOCCIICUCHHS W ITOCTOSTHHOTO IIOAJCPKAHUS CIETYIOIIHX
CBOICTB NEPCOHAJIbHBIX IaHHBIX:

- JOCTYITHOCTH  TEPCOHANBHBIX  JNAHHBIX I JICTANBHBIX  IIOJIb30BaTeNel  (YCTOWYHBOTO
(hyHKIHOHUPOBaHUSA HHOOPMAIMOHHBIX cucTeM OpraHH3aluu, IPH KOTOPOM ITOIB30BATEIH MMEIOT BO3MOXKHOCTH
MOJTy4eHUsI HEOOXOUMBIX TIEPCOHATBHBIX TAHHBIX U PE3YJIbTATOB PEUICHUS 3a/1a4 33 IPUEMIIEMOE Il HUX BpeMs);

- [IEJIOCTHOCTU M ayTeHTUYHOCTHU (TIOATBEPKACHUE aBTOPCTBA) MEPCOHANBHBIX JAHHBIX, XPAHUMBIX H
o0pabaTeiBaeMbIX B HHPOPMAIIMOHHBIX cucTeMax OpraHu3aliy U TepeaBaeMoi 1o KaHallaM CBSI3H;

- KOH(MUJIEHITMATLHOCTH - COXpaHEHHsI B TailHE OMpeAeNIeHHOW YacTH TIEPCOHANBHBIX JIaHHBIX,
XPaHUMBIX, 00pabaThIBAEMBIX H TIEpeaBaeMbIX TI0 KaHaJIaM CBSI3H.

Heo6xoUMbIA ypOBEeHb [JJOCTYHHOCTH, LEJOCTHOCTH U KOHQUJEHIUAJbHOCTH IMepPCOHAIbHBIX
JlaHHbIX 06€ecreyrBaeTCsl COOTBETCTBYIOIMMU MHOX€ECTBY 3HAaUMMbIX YyT'PO3 METOZAMU U CPeJCTBAMMU.

5.2. OcHOBHbIE 33/1a44 CUCTEeMbI 06ecniedyeHus 6e30NaCHOCTH IEPCOHATbHBIX JAHHbIX

,ZIHH JOCTHXKCHUS OCHOBHOMH eI 3allUuThl U 06ecnequI/m YKa3aHHBIX CBOICTB TNEPCOHAIBHBIX HaHHBIX
cucrema obecmeueHns wuH(popMarmoHHOH Oe3omacHocTH OpraHum3anuy AO0KHAa obecrnednBaTh 3()(HEKTHBHOE
peleHre CICAYIOIINX 3a/1au:

- CBOCBPEMCHHOE BBISIBIICHHE, OIICHKA M IMPOTHO3UPOBAHHE HCTOYHUKOB YIpo3 HH(OPMAIMOHHOM
0€30MacHOCTH, TPUYMH W YCJIOBUHA, CHOCOOCTBYIONIMX HAHECCHHIO yIIepOa 3aMHTEPECOBAHHBEIM CYOBEKTaM
WHQOPMALMOHHBIX OTHOIICHUH, HAPYIICHUIO HOPMAJIbHOTO (PYHKIMOHUPOBAHUSA WH(POPMAIMOHHBIX CHUCTEM
Opranu3zauuu;

- CO3/IaHUEC MEXaHW3Ma OINCPATHBHOTO PEAarMpOBaHUS Ha YIrpo3bl 0Oe3omacHOCTH HHGOPMAIMHA U
HEeTaTHBHBIC TCHICHITHH;

- CO3/aHUE YCIIOBHH UIi MUHMMHU3AIMH W JIOKAJIH3alMd HAHOCHMOTO yIepOa HelpaBOMEpHBIMHU
JIEHCTBUAMH (DU3WIECKUX W IOPUAMYECKUX JIUI, OCITa0JIeHHEe HETaTHBHOTO BIVSHHSA M JMKBHUIAIWS MOCIEICTBHA
HapyIIeHus 0€30MacHOCTH MHPOPMAITUH;



- 3aIUTy OT BMEIIATeJIbCTBA B Ipouecc (YHKIMOHUPOBAHUS HMH(POPMALMOHHBIX CHCTEM
OpraHu3anyy IOCTOPOHHMX JIMI (ZOCTYIm K HHGDOPMAIMOHHBIM pecypcaM [OJDKHBI HMMEThb  TOJIBKO
3aperuCTPUPOBAHHBIC B YCTAHOBJICHHOM MOPSIKE TOJIb30BATEIH);

- pasrpaHUYeHHE [OCTyINla IOJIb30BaTesied K MH(GOPMAIMOHHBIM, aNIIapaTHBIM, MPOTPAMMHBIM U
MHBIM pecypcam OpraHu3alvi (BO3MOXKHOCTB JOCTYIA TOJBKO K TEM pecypcaM M BBIIOJHEHHS TOJBKO TeX
onepanyid ¢ HUMH, KOTOpPBIE HEOOXOOUMBI KOHKPETHBIM IIOJIb30BATENSIM U BBIIOJHEHHS CBOHX CIY)KEOHBIX
00513aHHOCTEN), TO €CTh 3aIIUTY OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA;

- obecrieueHne ayTEeHTU(QHKALUK I10JIb30BaTENel, y4YacTBYIOUIMX B HH()OPMAIMOHHOM oOMeHe
(monTBEprKAEHNE TOATMHHOCTH OTIIPABHUTENS U TTOJTydaTelisi HHPOPMaIin);

- 3alIUTY OT HECAHKIMOHUPOBAHHOW MOJM(HUKALUK HCIOJIb3YeMbIX B MH(OPMAIOHHBIX CHCTEMaXx
OpraHu3zanuy MporpaMMHBIX CPEJICTB, a TAK)KE 3aIUTY CUCTEMbI OT BHEAPECHUS HECAHKIIMOHUPOBAHHBIX IIPOTPaMM,
BKJIFOYasi KOMITBIOTEPHBIE BUPYCHI;

- 3alUTy UHPOPMALMU OTPAHUYEHHOTO IOJIb30BaHUS OT YTEYKH 10 TEXHUYECKHUM KaHalaM
npu ee 06paboOTKe, XpaHEHUH U Nepe/jaye M0 KaHaJlaM CBSI3HU.

5.3. OCHOBHbIE IYTHU pPelieHNs 3aJa4 CUCTEeMBbI 3aLHThI

IlocTaBieHHBIC OCHOBHBIC 1SN 3alUThI U PEIICHUEC TICPEUYNCIICHHBIX BBIIIC 3a4a4 JOCTUTAIOTCA:

- CTPOTMM YYETOM BCEX IOUICKAIIUX 3alIUTe pecypcoB MHGOOPMAaUMOHHBIX cucTeM OpraHuzanuu
(unpopmManmu, 3a1a4, JOKYMEHTOB, KAHAJIOB CBSI3U, CEPBEPOB, ABTOMATU3UPOBAHHBIX paOOYUX MECT);

- KYpHAJIMPOBAaHUEM JEHCTBUII NEpCOHaNa, OCYLIECTBIIONIEr0 OOCIHYy)KMBaHHE W MOJU(UKAIHIO
MMpOTrpaMMHBIX U TEXHUYCCKUX CPEACTB I/IH(bOpMaHI/IOHHI)IX CHCTCM,

- MOJIHOTOH, peasbHOW BBHIIOJIHMUMOCTBI0 U HENMPOTHBOPEYMBOCTHIO TPEOOBAaHHMI OpraHU3aLIOHHO-
pacIopsIIUTENbHBIX JOKYMEHTOB OpraHu3alyHy 1o BONpocaM obecriedeHus 6e30nacHOCTH HHPOPMALUH;

- NOATOTOBKOH  JOJDKHOCTHBIX JIML  (COTPYOHHKOB), OTBETCTBCHHBIX 32 OpPraHH3AlMI0 |
OCYIIIECTBIICHUE PAKTHYECKUX MEPONIPUATHHI 10 00ECIIeUSHNI0 0e30MAaCHOCTH MEPCOHAIBHBIX JaHHBIX U MPOLIECCOB
X 00paboTKH;

- HaJeJICHHEM KaXXJIOTO COTPYAHHKA (TI0Jh30BATENs)) MUHIMAIBHO HEOOXOAUMBIMY JUTS BBIIIOTHECHUS
UM CBOMX (DYHKIMOHAIBHBIX OOS3aHHOCTCH MOJHOMOYHMSIMH TII0 JOCTYNy K HH(OPMAIMOHHBIM pecypcam
Opranuzanuu;

- YCTKMM 3HAaHHUEM U CTPOIrUM CO6J'IIO)ICHI/ICM BCECMHU II0JIB30BATCIIAMU I/IH(I)OpMaL[I/IOHHI)IX CUCTEM
Opranuzanuu TpeOOBaHUN OPTaHM3ANMOHHO-PACTIOPSAUTEIBHBIX JOKYMEHTOB IO BONpocaM oOecTedeHwust
6e3omacHoCTH MHPOPMAIIH;

- NEPCOHANIbHONW OTBETCTBEHHOCTBIO 33 CBOM JEHCTBHSA KaXIOrO COTPYAHHMKA, B PaMKax CBOHMX
(YHKIMOHATEHBIX 0053aHHOCTEH MMEIOLIEro OCTYI K HHPOPMAaOHHBIM pecypcaM OpraHuzaluy;

- HENPEPBIBHBIM ~ MOJJIEP)KaHUEM  HEOOXOJMMOIO  YpOBHS  3AlUIICHHOCTH  3JEMEHTOB
nH(bOPMALMOHHOH cpebl OpraHu3anuy;

- NpUMEHEHHEM (PU3NYECKUX U TEXHUYECKUX (IIPOrpaMMHO-aNNapaTHbIX) CPEICTB 3alUTHl PECYPCOB
CHCTEMBI U HeNPEPHIBHOM aIMUHUCTPATHBHOMN MOAICPIKKOIM NX HCIIOJIB30BAHUS;

- (G (QEKTUBHBIM KOHTPOJIEM HaJ COOJIIOJCHHEM TI0JIb30BATENSIMM MH(OPMALIMOHHBIX PECYPCOB
Opranuzanuy TpedoBaHuil 10 00ecreYeHnIo 6e301acHOCTH HHOPMAILIH;

- IOPUANYECKOH 3alUTOH HHTepecoB OpraHusalud INpH B3aUMOJAEHCTBUHM C BHELIHUMH
OpraHu3anusMu (CBS3aHHOM C 0GMEHOM NEePCOHaNbHBIMU JAHHBIMH) OT MPOTHBOIPABHBIX A€HCTBUH, KaK CO
CTOPOHBI 3TUX OPraHU3alM{, TaK U OT HECAHKIIMOHUPOBAHHBIX JAEHCTBUHA 06CIY>KUBAIOLIEr0 MepCcoHala U
TPEThUX JINIL

6. IlocTtpoeHne cucrembl, oGecneyeHHsd 6Ge30IMACHOCTHM INEPCOHAJbHBIX  JaHHBIX
OpraHu3anum, ¥ ee QyHKIMOHHUPOBAHHUE JOKHBI OCYLLECTBJIATHCA B COOTBETCTBUH CO
cJIeAyI0IUMY OCHOBHbIMHY IPHMHIYUNIAMM:

- 3aKOHHOCTb;

- CHUCTEMHOCTb;

- KOMIIJICKCHOCTD,

- HEIIPEPBIBHOCTB;

- CBOEBPEMEHHOCTD;

- MIPEEMCTBEHHOCTh ¥ HETPEPBIBHOCTH COBEPIICHCTBOBAHMS;

- pasyMHasi I0CTaTOYHOCTh (IKOHOMHUYECKasI 11e5IecO00pPa3HOCTh);

- TIepCOHAJIbHAS OTBETCTBEHHOCTH;

- MHUHAMH3ALUS] TOJTHOMOYHIA;

- UCKJIIOYEHHE KOH(IINKTa HHTEPECOB;

- B3aUMO/ICHCTBUE U COTPYAHUUYECTBO;

- THOKOCTb CHCTEMBI 3aIlUTHI;

- OTKPBITOCTh AITOPUTMOB U MEXaHU3MOB 3aIlUTHI;

- HPOCTOTA IPUMEHEHHS CPEACTB 3aILUTHI;



- 000CHOBaHHOCTb U TEXHUUYECKASI PEATU3YEMOCTb;

- CHELHUATH3ALUS U TPOPECCHOHATH3M;

- 0053aTeIFHOCTE KOHTPOJIS.

6.1. 3aKOHHOCTB

[Ipennonaraer OCYyIIECTBICHHE 3alINTHBIX MEPOIPHATHH ¥ pa3padOTKy CHCTEMBI Oe30IacHOCTH
MEPCOHAIBHBIX JaHHBIX OpraHmauI/m B COOTBCTCTBHUHU C ﬂeﬁCTBYIOHIHM 3aKOHOJaTCJIbCTBOM B obnactu 3alIMUThI
MEPCOHAJIBHBIX JAaHHBIX, a TaKKE€ JPYIruX 3aKOHOJATCJIbHLIX aKTOB IIO 0e30IMacHOCTH I/IH(l)OpMaHI/II/I PCD, C
MNPpUMCHECHUEM BCCX MHOO3BOJICHHBIX METOAOB 06Hapy>KeHPI$I n MpeCCUYCHU HpaBOHapyuIeHI/Iﬁ npu pa60Te (¢
MEPCOHAJIbHBIMU JTaHHBIMU. HpI/IHHTHe MEPbL 0e30IacHOCTH IMEPCOHAJIBHBIX JAaHHBIX HE NOJUKHBI NPEIIATCTBOBATH
JA0CTyINy IPaBOOXPAHUTECIIbHBIX OPraHOB B MPECAYCMOTPCHHBIX 3aKOHOAATCJILCTBOM ClIydasdX.

Bce mnonw3oBaTenu I/IH(l)OpMaHI/IOHHLIX CHUCTEM Opranmaul/m JAOJKHBI HMMCThH NPEACTAaBICHUC 00
OTBETCTBCHHOCTH 32 IPABOHAPYIICHHUS B 001aCTH 00pabOTKH EepCOHANBHBIX TAHHBIX.

6.2. CHucTeMHOCTD

CHCTEeMHBIH MOIX0A K TOCTPOCHUIO CHCTEMBI 3amuThl nH(opManwu B OpraHu3aluy MpearnoiaraeT yueT
BCEX B3aMMOCBS3aHHBIX, B3aMMOJICHCTBYIOMNX M HU3MEHSIOMNXCS BO BPEMEHH HIIEMEHTOB, YCIOBHI M (PaKTOPOB,
SHAYUMBIX JI1 IOHUMAaHUA U PEILICHUSA HpO6JICMI>I obecrieuenus 0€30IaCHOCTH TICPCOHAJIBHBIX TaHHBIX.

HpI/I CO3OaHHH CUCTEMbI 3alIUThI JOJIXKHbI YYUTbIBATbCA BCe cjabble U HauboJiee yA3BUMbI€ MeCTa
nHpopMannoHHbIX cucTeM OpraHM3alyy, a TAKKe XxapaKTep, BO3MOXKHbIe 00'beKThI U HallpaBJIe€HUs aTaK Ha
Hee CO CTOPOHBI HapyuTeaeil (0c06eHHO BbICOKOKBAaINGULIMPOBAHHbIX 3/I0yMbIIIJIEHHUKOB).

CucTteMa 3alMThl JO/KHA CTPOUTBCS C YyYeTOM He TOJIbKO BCeX M3BECTHBIX KaHaJIOB
IPOHUKHOBEHUS U HECAaHKIMOHHWPOBAHHOIO JOCTYNAa K HMHPOpMaluy, HO U C y4eTOM BO3MOXHOCTH
NOIBJIEeHWS IPUHIUMIIMABbHO HOBBIX ITyTel pear3aluy yrpo3 6e301acHOCTH.

6.3. KoMmmiekcHoOCTb

KoMmniekcHOe HCII0/Ib30BaHME METO/0B U CPEACTB 3alUThl KOMIbIOTEPHBIX CUCTEM IpeZI0IaraeT
COrJIaCOBaHHOE TNpPUMEHEHHEe PA3HOPOAHBIX CPEACTB INPU IOCTPOEHUH I[eJIOCTHOH CHUCTEMbl 3alUThI,
IepeKphIBAILEd BCe CyLleCTBEHHble (3HAYMMble) KaHaJbl peaju3aliy yrpo3 U He cofepikalied caabbix
MeCT Ha CTbIKaX OT/eJIbHbIX ee KOMIIOHEHTOB. 3aliuTa JOJ/DKHAa CTPOUTHCA 3lIeJOHUpPOBaHO. BHemHAa
3aluTa J0/KHA o6ecrieduBaThCcs PU3NIECKUMU CPeJICTBAMHU, OPTaHM3aLMOHHBIMHU U IPAaBOBBIMU MepPaMH.

6.4. HenpepbIBHOCTD 321U ThbI

ObecnieueHne 06€30IACHOCTH TEPCOHAIBHBIX JAHHBIX - TIPOLIECC, OCYIIECTBISIEMBI PYKOBOICTBOM
OpFaHI/I3aHI/II/I, OTBCTCTBCHHLBIMU 3a OpTraHU3alUIO O6pa6OTKI/I NEPCOHAJIBHBIX JaHHBIX W COTPYAHUKaAMHU BCEX
YpOBHEH. DTO HE TOJILKO W HE CTOJBKO MPOIENypa WM MOJMTHKA, KOTOpas OCYHIECTBIIACTCS B ONpEAeTeHHBIN
OTPE30K BPEMECHU HJIU COBOKYIMHOCTH CPCIACTB 3alIUTHI, CKOJBKO IMPOLECC, KOTOpBII71 JOJIDKCH ITOCTOAHHO MATHU Ha
BCeX YpOBHAX BHYTpu OpraHmsanui M KaxAbli coTpyaHHK OpraHu3aniy JOJDKEH NPUHUMATh Y9acTHE B 3TOM
nporiecce. JleATenpbHOCTh 10 oOecneueHn0 HHGOOPMAIMOHHONW OE30MaCHOCTH SIBISICTCS COCTABHOW YacThIO
HOBCCI[HGBHOP'I ACATCIBHOCTH OpFaHI/ISaHI/II/I. U ee Bq)(i)eKTI/IBHOCTB 3aBUCHUT OT Yy4acCTUA PYKOBOJACTBA OpraHI/BaHI/II/I
B o0ecrieyeHnn PIH(l)OpMaLlPIOHHOfI 0€e301acCHOCTH NEPCOHATIBHBIX NJaHHBIX.

KpoMe Toro, 6o/bIIMHCTBY $U3NYECKUX M TEXHUYECKUX CPEACTB 3alUThl [ 3PQPeKTUBHOIO
BBIOJIHEHUS CBOMX QYHKLMH HeoO6XoJMMa IOCTOSIHHas OpraHu3alMoOHHasA (aAMUHUCTPaTHBHaA)
nogaepiKka (CBOEBpeMEHHaH CMeHa U obecrneyeHue MNPaBUJIBHOTO XpAaHEHUA U IDpUMEHEHUA UMEH, naponel‘/’l,
nepeomnpegesieHue MMOJIHOMOYHH U T.l'I.). HepeprBbI B pa60Te CpeACTB 3alllUThl MOTYT ObITh MCIO0JIb30BaHbI
3JIOYMbIIIJIEHHUKAMHW [OJId aHaJ/JIM3a MNPHMEHAEeMbIX MeTOAOB MW CpeACTB 3allWThbl, OJAd BHEAPEHUA
ClieqUaJIbHbIX IPOTrPAMMHLIX U allllapaTHBIX "3a}<na,a01<" " APYTrUX CpeACTB IpeoJo0JIeHUA 3alllUThl.

6.5. CBOeBpeMEeHHOCTh

HpeanonaraeT ynpexc,ua}omnﬁ XapakTep Mep obecrneueHuss 6€30MaCHOCTU NEPCOHAJIBHBIX NAHHBIX, TO €CTh
INOCTAHOBKY 3aJa4 1o KOMILJIEKCHOM 3allUTe NEPCOHAJIBHBIX JaHHBIX W peajiu3alllio MeEp obecrieueHus
0e30IMacCHOCTH NEPCOHAJIBHBIX JAHHBIX HA PAHHUX CTAAUAX pa3pa6OTKI/I I/IHq)OpMaIII/IOHHLIX CHCTEM B IICJIOM H HX
CHCTEM 3alIUThI, B YaCTHOCTH.

Pa3zpaboTka cucTeMbl 3aLIUThI JO/KHA BECTUCH NapaJlJieJibHO C pa3paboTKON M pa3BUTHEM CaMHUX
3alllMaeMbIX I/IH(l)OpMauI/IOHHbIX CHUCTEM. IJTO TIO3BOJIUT y4ecCTb Tpe60BaHI/IH 6€30IMacHOCTH npu
MNPOEKTHUPOBAHUHNU APXUTEKTYpPbl M, B KOHEYHOM cC4HYeTe, CO34aThb 6oJiee 3(1)(1)6KTI/IBHI)I€ (KaK Mo 3aTpaTaM
pecypcoB, Tak U 10 CTOMKOCTH) CUCTeMBI, 06/1aiatollihe JOCTaATOYHbIM yPOBHEM 3alUILeHHOCTH.

6.6. IlpeeMCTBEHHOCTDb ¥ COBEepLIEHCTBOBaHHE

[IpeanosiaraeT NoCTOSIHHOE COBEPIIEHCTBOBaHHWE MeP M CPeJCTB 3alllUThl NepCOHAJIbHbBIX JAaHHbBIX
Ha OCHOB€ NPEeMCTBEHHOCTH OPraHMU3dUOHHBIX U TEXHHYECKHX peL[IeHPIﬁ, KaJpoBOro CoCTaBad, dHaJiM3a
Cl)YHKIU/IOHI/IpOBaHI/IH HHCbOpMaHI/IOHHbIX CHUCTEM Opraﬂusaunu U CUCTEMbI UX 3allIUThI C y4€TOM W3MeHeHUH
B Me€TOoJax U CpeACTBaXx IepexBaTa HHd)OpMaHHH, HOPMATHUBHBIX Tpe60BaHPIﬁ o 3auurte, A0CTUTHYTOIO
0Te4yeCTBEHHOTO U 3apy6eXHOro ONbITa B 3TOH 06/1aCTH.

6.7. PasyMHas JOCTAaTOYHOCTD (3KOHOMHYECKas 11e1eC006pa3HOCTh)

HpeanonaraeT COOTBCTCTBUC YPOBHA 3aTpaTrT Ha obecneuenue 0€30IaCHOCTU NEPCOHATIBHBIX JaHHBIX
LHCHHOCTHU I/IH(l)OpMaIII/IOHHbIX PECypCOB U BCIIMYMHE BO3MOKHOI'O ymep6a OT UX pa3rjalicCHud, yTparbl, YTCUKHU,
YHUYTOXKCHUA U HCKAKCHUS. I/Icnonb3yeMme MEpbBI U CpCACTBa obecneueHust 0€30MaCHOCTH I/IH(i)OpMaIlI/IOHHLIX



pecypcoB He JOJDKHBI 3aMETHO YXYALIATh SPrOHOMHUYECKHE MOKa3aTelnHd PadOTH KOMIIOHEHTOB HH()OPMAIOHHBIX
cuctem Opranuzanuu. M3numHne Mepbl 0€30IMacHOCTH, IIOMUMO SKOHOMHYECKOH HedPPEKTUBHOCTH, MTPUBOIAT K
YTOMIICHUIO H Pa3IpaKeHHUIO IePCOHAA.

Co3zaTh abCOJIIOTHO HENPEOAOJUMYH CHUCTEMY 3alUThl NPUHLUNHAJIBbHO HeBo3MoxHO. [loka
IepcoHa/bHble JaHHble HaxO0JATCA B 00pallleHuH, NpPUHUMaeMble Mepbl MOIYT TOJIbBKO CHU3UTb
BEPOSITHOCTh HETAaTHUBHBIX BO3JEMCTBUU WM yIiep6 OT HHUX, HO HE HCKJKYUTh HUX MOJHOCTBHI. [lpu
JI0CTaTOYHOM KOJIMYeCTBE BPEMEHHU U CPEJICTB BO3MOXKHO NMPEOJOJIETh JOOYI 3amuty. [loaToMy umeeTt
CMBICJI  paccMaTpUBaTb  HEKOTOPBIH npueMJieMbld  YpOBeHb  obecrneyeHus 6€30MaCHOCTH.
BricokoaddekTuBHas cucTeMa 3allUTbl CTOUT JAOPOro, HUCNOJb3yeT MPU paboTe CylleCTBEHHYI 4acCThb
pecypcoB MU MOXeT cOo3JaBaTb OILIyTUMble JOINOJHUTeJbHble HeyJ0O0CTBa IO0Jb30BaTeNsIM. BaxkHo
NpaBUJIbHO BbIOpAaTb TOT [JOCTAaTOYHBIM YpOBEHb 3allUThl, NPU KOTOPOM 3aTpaThl, PUCK U pas3Mep
BO3MOXXHOTI'0 yliep6a OblJY 6bl IPUEeMJIEMbIMHU.

6.8. IlepcoHa/IbHAA OTBETCTBEHHOCTh

[IpennosiaraeT BO3JIOXKEHWE OTBETCTBEHHOCTH 3a obecrnedeHHEe O6e30MAaCHOCTH INEPCOHANbHBIX
JIaHHBIX U CUCTEMbI X 06pabOTKHU Ha KAXK/[Or'0 COTPYAHUKA B IIpe/iesiaX ero noJJHOMOYMH. B cooTBeTCTBUH C
3TUM NPUHIMUIIOM pacnpejesieHue NpaB U 0653aHHOCTeN COTPYAHUKOB CTPOUTCS TaKUM 06pa3oM, YTOOHI B
caydvae Jito60ro HapyuieHUs1 KpyT BUHOBHUKOB ObLJ YeTKO U3BECTEH WUJIU CBEJleH K MUHUMYMY.

6.9. MuHUMH3aLHUA TOJTHOMOY U

O3HavaeT MNpeAOCTaBJEeHHE MOJb30BATENAM MHUHHUMAJIbHBIX NIpPaB [AOCTyNa B COOTBETCTBUH CO
CyKeGHOU Heo6X0AMMOCThI0. JIOCTYI K MepCOHAJNbHBIM JAHHBIM J0J/DKEH IPEeOCTABJSTHCS TOJIbKO B TOM
caydae U 06'beMe, eCJTU 3TO HEOOXOAMMO COTPYIHUKY AJISI BBIIOJHEHHUS ero JO/LKHOCTHBIX 0013aHHOCTEN.

6.10. HckaoyeHue KOHPJIUKTA MHTepecoB (pa3/eieHne QyHKIHI)

JddexTuBHasA cucreMa obecreyeHUs] UHPOPMALMOHHOW 6€30MACHOCTU IMpeAnoJaraeT 4eTKoe
paszeseHue 00s13aHHOCTEH COTPYAHHUKOB U MCKJOYEHUe CUTyalud, Korja cdepa OTBETCTBEHHOCTH
COTPYZAHUKOB JonyckaeT KOHPIUKT uHTepecoB. Cdepbl NOTEeHUUAJbHBIX KOHQJIUKTOB [OJDKHBI
BBISIBJIATHCS, MUHUMHU3UPOBATHCSA, U HAXOJUTCA MOJ CTPOTMM HE3aBHCUMBIM KOHTpoJieM. Peanusanus
JAaHHOTO IPHUHIMIIA IPE/I0JIaraeT, YTO He OJIMH COTPYAHUK He IO/KeH UMeTh IIOJTHOMOYHH, MTO3BOJISIOIINX
eMy eJUHOJMYHO OCYUIEeCTBJIATh BBINOJHEHHE KPUTUYHBIX omnepanuil. HazxeneHwe cOTpyAHUKOB
NOJHOMOYHUSAMY, TNOPOXKJAIOIIUMU KOHQPJIUKT UHTEPECOB, JaeT eMy BO3MOXHOCTb IOJTacOBBbIBaTb
MHbOpPMaLMI0 B KOPBICTHBIX LeJSAX WU C T€M, YTOObI CKPBITh NMPOG6GJeMbl UM MOHECEHHble YObITKU. [
CHIDKEHUS] PUCKAa MaHUNYJUPOBAaHUs NEpPCOHAJbHBIMU JaHHBIMHM WU pUCKA XUIIEHUS], TaKUEe MOJHOMOYUS
JOJDKHBI B MAKCUMaJIbHO BO3MOXXKHOU CTeNeHH ObITh pasfiesieHbl MeXAY PAa3JIMIHbIMU COTPYJHUKAMH HJIN
noApas/ieJIeHUsIMH OpraHu3anui. Heo6XoJWMO NPOBOAWTH NEPUOJUYECKHE NPOBEPKH O0O6S3aHHOCTEH,
OYHKIUH Y 1eITeIbHOCTH COTPYAHUKOB, BBIIIOJTHSIONIUX KJIHOUYeBble QYHKIUH, C TEM, YTOObI OHU He UMeJTH
BO3MO>XHOCTH CKPBIBATb COBepIlleHHe HeNMpaBOMepHBIX JelcTBUHA. KpoMe Toro, He06X0AMMO TPHUHUMATh
crelraibHble Mepbl 10 HEJJONYIEHUIO CTOBOPA MEXAY COTPYAHHUKAMHU.

6.11. BsauMojAelCTBUE U COTPYAHHUYECTBO

[Ipennonaraer co3manue OnmarompusTHOW atMochepsl B kowiekTrBe Opranusanuu. B Takoil oOcTaHOBKE
COTPYAHUKHA JOJDKHBI OCO3HAHHO COOJIOATh YCTAHOBJICHHBIC MPAaBUIa M OKAa3bIBaTh COJACHCTBHE ICSITEIbHOCTH
OTBETCTBEHHOT'O 32 00pabOTKY NMEPCOHANIBHBIX JTaHHBIX.

BaxspiM snemeHTOM 3¢ (HEeKTUBHONH CHCTeMbl oOecredeHuss 0e30MacHOCTH TMEePCOHATBHBIX JaHHBIX B
Opranu3zanuy  SIBISETCS BBICOKAas KynbTypa paboTel ¢ wuHpopmanueil. PykoBomcTBo OpraHuzanum Hecer
OTBETCTBCHHOCTh 3a CTPOro€ COOJIOJACHHE JTUYCCKUX HOPM M CTaHIAPTOB MPOGECCHOHAIBHON MesSTeIbHOCTH,
MOYCPKUBAOIICH M JEMOHCTPUPYIOIICH MEPCOHATy Ha BCEX YPOBHSIX BaKHOCTH OOCCIEUYCHHST HH(POPMAIIMOHHOMN
6esomacHoctn Opranmzanuu. Bcee corpymnukn OpraHu3anuyl JODKHBI MOHMMATh CBOK pOJb B IpoIecce
obecrieueHHsT WHPOPMALIMOHHOW OE30MACHOCTH M MPUHUMATh y4acTHE B 3TOM mporecce. HecMoTps Ha TO, 9TO
BBICOKAs KyJIbTypa obecriedeHrss HH)OPMAIIMOHHOM 0€30MaCHOCTH HE TapaHTUPYET aBTOMATHYECKOTO HOCTHKCHHUS
Hened, ee OTCYTCTBHE CO3MaeT OOJNbIIe BO3MOXKHOCTEH Uil HAapyHmICHHsS OC30MaCHOCTH WIH HE OOHAPYKCHUS
(hakTOB ee HapyIICHUS.

6.12. THOGKOCTb CUCTEMBI 3AIUTHI

Cuctema oOecriedeHns WHPOPMAIMOHHONW O€30MaCHOCTH IOJDKHA OBITH CIHOCOOHAa pearnpoBaTh Ha
W3MEHEHUs BHEUTHEH cpelpl W YCIOBUHU ocymiecTBieHUs: OpraHu3alid CBOEH JesITeNbHOCTH. B 4uCIO Takumx
W3MEHEHUU BXOIST:

- M3MEHEHHS OPTaHU3AIMOHHON U IITAaTHOH CTPyKTYpsl OpraHu3aliimg;

- U3MECHCHHUC CYIIECTBYIOIUX UJIM BHEAPCHUE IPUHIUIINATIBHO HOBBIX HH(bOpMaHPIOHHBIX CHUCTECM,

- HOBBIC TEXHUYECKHE CPE/ICTBA.

CBOMCTBO T'MOKOCTH CUCTeMbl 06ecriedeHusi MHGOPMAIMOHHON 6e30MacHOCTH U306aBJsIET B TAKUX
CUTyalUsIX OT HEOOXOJAUMOCTHU MPUHSATHUS KapAWHAJbHBIX MEP IO MOJHOW 3aMeHe CPeJCTB U METO/IOB
3alUThl HA HOBBIE, UTO CHUXKAET €€ 001y CTOUMMOCTb.

6.13. OTKpBITOCTb aJITOPUTMOB U MEXaHU3MOB 3aLUThI
CyTb mpUHLUNA OTKPBITOCTH AJFOPUTMOB U ME€XaHU3MOB 3allUThl COCTOUT B TOM, YTO 3allluTa He J0J/KHA
obecrieyuBaThbCsl TOJBKO 32 CYET CEKPETHOCTH CTPYKTYpPHOHW OpraHv3aldud W aJIrOPUTMOB



GYHKIIMOHUPOBAHUS ee MOACUCTEM. 3HaHMe AJrOPUTMOB paGOThbl CUCTEMBl 3aLIUTHI He JOJ/DKHO JAaBaThb
BO3MOXKHOCTH ee IpeoJioJieHUs (Jaxke aBTopaM). JTO, OJHAKO, He O3HadaeT, 4yTo HHbopManusa o6
UCI0JIb3yeMbIX CUCTEMAX U MeXaHU3Max 3allUThl JJO/DKHA OBbITh 0011eJOCTYIIHA.

6.14. IIpocToTa NpUMeHEHUA CPEeACTB 3aLUThI

MexaHM3Mbl U METO/bI 3AIUTHI JOKHBI ObITb UHTYUTUBHO MTOHATHBI U IPOCTHI B UCIIOJIb30BaHUH.
[IpuMeHeHHe cpeACTB U METO/0B 3aLUThI He JO/NKHO ObITh CBS3aHO CO 3HAHUEM CIeljMalbHbIX I3bIKOB UJIH
C BBINOJIHEHWEM JeHCTBUH, TPeOYILIMX 3HAYMUTEJbHBIX JOMNOJHUTEJIbHBIX TPYJA03aTpaT NPH OGBLIYHOH
paboTe 3aperucTpUpOBAaHHBIX I0Jb30BaTesel, a Takke He [JIO/DKHO TpeboBaTh OT IO0JIb30BaTess
BbINOJIHEHUS] PYTUHHBIX MaJIONOHATHBIX €My Ollepaluil.

6.15. (0OGOCHOBAHHOCTBb M TEXHHUYECKas pean3yeMoCTb

WHdopMaliMoHHble TEXHOJIOTMM, TEeXHHYEeCKHe W IporpaMMHble CpPeACTBa, CpPeACcTBa U MePHI
3aLUThI IEPCOHANbHBIX JAHHBIX JO/DKHBI ObITh peajM30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHUS HAyKU U
TeXHHUKH, 0G0CHOBaHbl C TOYKH 3pEHUS JOCTHXKEHUS 3a[jaHHOTO yPOBHs 6e30MacHOCTH MHOpMauuu U
3KOHOMMYECKOH 11e/1ec006pa3HOCTH, a TaKXe JOJDKHbI COOTBETCTBOBATb YCTAHOBJIEHHBIM HOPMaM H
Tpeb0BaHHUAM 110 6€30NaCHOCTHU EPCOHAIbHBIX AaHHBIX.

6.16. Cneuuanusanusa v npo¢peccuoHaIU3M

[IpennosiaraeT npuB/edYeHHe K pa3paboTKe CPeACTB M peaju3allUd Mep 3aliUThl MepCOHAJIbHbBIX
JaHHBbIX CHELHaJU3UPOBAHHBIX OpraHu3alMi, HauboJiee TMOJrOTOBJEHHBIX K KOHKPETHOMY BHJY
JleITEIBHOCTA 10 obecrnedyeHUI0 6e30MacHOCTH HWHQPOPMAILMOHHBIX PECypCcOB, HMEWOIHUX OMNbIT
NpaKTUYeCKOW paboTbl M TOCYJApCTBEHHYIO JIMIIEH3WI0 Ha INpPAaBO OKa3aHHUA YCIyr B 3TOH 06JacTH.
Peanusauua aJMUHUCTPATUBHBIX Mep M 3KCIIyaTalUsA CPeACTB 3allUThbl JOJDKHA OCYLIeCTBJATbCA
npodeccMoHaIbHO MOATOTOBJEHHBIMU clenuandctaMd OpraHusanuy (OTBETCTBEHHBIX 3a OpraHM3alvIo
IepCOHA/bHBIX JJAHHBIX).

6.17. 00653aTeJbHOCTb KOHTPOJISA

[Ipeanonaraer 00s3aTENbHOCTh M CBOCBPEMEHHOCTh BBISBICHHS M IPECEUCHMs IOIMBITOK HAPYLICHUS
YCTaHOBIICHHBIX TpaBuJI, oOecreueH s 0e30MacHOCTH MEePCOHAIBHBIX JaHHBIX, HA OCHOBE MCIOJIB3YEMbIX CHCTEM U
CpPE/CTB 3alIUThl IEPCOHAIBHBIX JaHHBIX, IIPH COBEPLICHCTBOBAHUU KPUTEPUEB U METOJIOB OLIEHKH 3()(EKTHBHOCTH
9THUX CUCTEM U CPEJICTB.

KoHTpomb 3a JeaTebHOCTBIO JH000T0 MOJIb30BaTENsl, KaXK/J0r0 CPEACTBA 3alUTHl U B OTHOIEHUH JIFOOOT0
0o0beKTa 3allUThl JIOJDKEH OCYIIECTBIATHCS HA OCHOBE NPUMEHEHHS CpEACTB ONEPaTUBHOTO KOHTPOJIS H
perucTpallMi M JOJDKEH OXBAThIBATh KAaK HECAHKIMOHUPOBAHHBIE, TaK W CAHKIMOHUPOBAHHBIE JEHCTBHSA
0JIb30BaTENEH.

Kpome Toro, sdpdextuBHas cucrema obecrieueHHs HHPOPMAIMOHHOW 0€30MacHOCTH TpeOyeT Haludus
a/IeKBaTHOW M BceoObeMmmonied MHPOPMAIMU O TEKYIIEM COCTOSHHHU IIPOIECCOB, CBSI3aHHBIX C JBIDKCHHEM
MHQOPMALMU U CBEJICHUH O COOJIIOJCHUH yCTAaHOBJICHHBIX HOPMATHUBHBIX TPeOOBAaHMH, a TaK)Ke JOMOIHHUTEIBHON
uHopmManuK, UMEIOlIeH OTHOLIEHHWE K MPHUHATHIO pelleHnid. VHpopmauus gobkHA OBITH  HAJIKHOM,
CBOEBPEMEHHOH, JIOCTYITHOH U MPaBMIFHO 0(hOPMIICHHOM.

HepocraTku cucteMbl obecnedeHnst THGOPMALMOHHOHM 6€301acHOCTH, BbISIBJIEHHBIE COTPYJHUKAMHU
OpraHusanmu JOJDKHBI HEMeJJIeHHO JOBOJUTLCA 10 CBeJleHus pyKoBoauTe A OpranvMsanuy U onepaTUBHO
yCTpaHATbCA. Bompockl, KOTOpble KaXyTcAd He3HaYWTeJbHbIMM, KOrJa OTJeJIbHble IPOLeCChl
paccMaTpUBAKOTCH U30JMPOBAHHO, IPH PACCMOTPEHUU UX HapsAAY € APYTUMHU aclleKTaMH MOTYT yKa3aTb Ha
OoTpuLaTe/bHble TeHJEeHLUH, Tpo3sliyde IepepacTH B KpyNHble HEeJOCTAaTKH, €CIM OHU He OyAyT
CBOEBPEMEHHO YCTPaHEHHBI.

7. Mepsbl o6ecniedyeHrsI ”THPOPMAILMOHHOH 6€30IMaCHOCTH

Bce mepsr obecriedenns 6e30macHOCTH HH(POPMAIMOHHBIX cucTeM OpraHn3aIiuy MoIpa3IensaroTcs Ha:

- IIPaBOBBIC (3aKOHOIATEIBHEIC);

- MOPaJIbHO-ITUYECKHUE;

- TEXHOJIOTUYECKUE;

- OpraHU3alOHHbIE (3 AMUHUCTPATHBHEIE);

- ¢dusnyeckue;

- TEeXHHYECKHE (anmnapaTypHble ¥ IPOrpaMMHBIE).

7.1. 3akoHoaaTe bHbIE (MIPABOBbIE) MepPhl 3ALUThI

K mpaBoBBIM MepaM 3amiuThl OTHOCATCS] ACUCTBYIONINE B CTpaHE 3aKOHBI, yKa3bl U HOPMAaTHBHEIE aKTHI,
perIaMeHTHPYIONINe TpaBWiia OOpamieHus ¢ MEePCOHAJIBHBIMH JaHHBIMH, 3aKpEIUISIOINe MpaBa M OOS3aHHOCTH
YY9aCTHUKOB HMH(OPMAIMOHHBIX OTHOIIEHMH B Tpomecce WX OOpabOTKM ¥ HCIONB30BaHMA, a TaKxke
yCTaHaBJIMBAIOIINE OTBETCTBEHHOCTh 3a HAPYMICHWS ATHX NpaBwi. [IpaBoBBIe MepHI 3aIIUTHI HOCSIT B OCHOBHOM
YOpeXKJAOMnH, MpOoQIIAKTHIECKUH XapakTep W TpeOYIOT TIIOCTOSIHHOM pPa3bsSCHUTENbHON paldoThl ¢
MOJIB30BATEIISIMHA U 00CITY)KHBAIOIINM [IEPCOHAIOM HH(POPMAIIMOHHBIX crcTeM OpraHu3aium.

7.2. MopaabHO-3THYEeCKHE MePhI 3AIIHTHI

K MopanbHO-3THUECKHUM MepaM OTHOCATCS HOPMBI MOBEAEHUsS, KOTOPbIE TPAJULMOHHO CIIOKUINCH WIU
CKJIQJIBIBAIOTCSI TI0 MEpe PacCIpOCTPaHEHHs WHPOPMAIMOHHBIX TEXHOJOTHH B 0OOIEcTBE. DTH HOPMBI OOJIBbILIEH
YacThI0 HE SIBISIOTCS 00s3aTENbHBIMH, KaK 3aKOHOJATEIBHO YTBEPIKJICHHBIC HOPMAaTHUBHBIC AKTHI, OJHAKO, HX



HECOOJIIOZICHNE MOJKET NMPHUBECTH K IAICHUIO aBTOPUTETA, MPECTHIKA YCIIOBEKA, TPYIIBI JIMI[ WM OPraHU3alud B
1eoM.  MopalibHO-3THYECKHE HOPMBI OBIBAIOT KakK HEMHMCAHbIC, TaK M IHCAHbIC, TO €CTh O(GOPMIICHHBIC B
HEKOTOpBIA CBOJ (ycTaB) MpaBWJl WK TNpeanucaHuil. MopaabHO-3THYECKHE Mepbl 3alllUThl  SBILSIFOTCS
npounakTHYeCKUMH W TPeOYIOT IOCTOSHHOW pabOThl MO CO3JAHUIO 370POBOTO MOPAIBHOTO KIUMAaTa B
KOJUIEKTHBE.

7.3. TexHojornyecKkue Mepbl 3alUTHI

K naHHOMYy BHIY Mep 3allUThl OTHOCSATCS PA3HOTO pOJa TEXHOJOTHYCCKUE PEIICHHUS M TPUEMBI,
OCHOBAHHBIC HA HCIOJB30BAHUM HEKOTOPBIX BHIOB HM30BITOYHOCTH (CTPYKTYpHOH, (DYHKIHOHAIBHOM,
WHPOPMALMOHHOW, BPEMEHHOW W T.I.) W HANPABJICHHBIC HA YMCHBIICHHE BO3MOXHOCTH COBCPIICHHUS
COTPYAHUKAMH OIMIMOOK U HAPYIICHUH B paMKaX MPEJIOCTABICHHBIX UM MPaB U MOJTHOMOYHH.

7.4. OpraHu3annoHHbIe (AIMIHACTPATHBHBIE) MEPHI 3aIIATHI

OpraHu3anuoHHble (aMUHUCTPATUBHbIE) Mepbl 3alMTbI - 3TO Mepbl OPraHU3aIMOHHOTO
XapaKTepa, perjaMeHTUpYIoIlhe Mpolecchl GYHKIVMOHUPOBAHHUS CHUCTEMbl OOPabOTKHU IepCOHAJIbHBIX
JIaHHBIX, HCIOJIb30BAaHUE €€ PEeCypCOB, JesTeJbHOCTb OGCAYKHBAIOLIEr0 IepCcoHasla, a TaKXKe MOPSAA0K
B3aMMO/IeICTBHUS M0JIb30BaTes el C CUCTEMOUN TaKMM 006pa3oM, YTOObI B HAaWOOJIbIlIeN CTelleHU 3aTPyAHUTh
WJIM UCKJIIOYUTh BO3MOXXKHOCTh peasiu3aliuy yrpo3 6e30MacHOCTH UJIM CHU3UTh pa3Mep MOTePh B CAydyae UX
peanu3anuu.

7.5. dopMupoBaHue NOJIUTHKH 6€30M1aCHOCTH

I'naBHasi 1enb aJMHHUCTPATHBHBIX MeEp, MPEANPUHUMAEMbIX Ha BBICIIEM YIPABICHYECKOM YPOBHE -
chopMHUPOBATH TIOJIUTUKY B 00JIACTH OOeCHeUeHHUsT O€30MACHOCTH IEPCOHANBHBIX TAHHBIX (OTPAXKAIOILYIO MOXOIbI
K 3aIllUTe MePCOHATBHBIX JAHHBIX) K 00ECIICUNTh €€ BBIMOIHEHUE, BBIJCTSISE HEOOXOAUMbBIE PECYPCHI U KOHTPOIHUPYS
COCTOSTHHE JIE.

C mpakTHYeCcKO# TOYKH 3pEHHs MOJUTUKY B 00sacTh obecreueHrs 0e30MacHOCTH MEePCOHANBHBIX JTaHHBIX
B Opranuzaiuu 1enecoodpasHo pa3outs Ha jaBa ypoBHs. K BepxHEMy YpOBHIO OTHOCSTCS PEICHHs PyKOBOJCTBA,
3aTparuBaroInue AesaTeabHOCTh Opranu3anuu B 1ejioM. [louTHKa BEpXHEr0 YPOBHS TOJIKHA Y€TKO OUePTUTH chepy
BJIIUSAHUA U OFpaHI/I‘IeHI/IH HpI/I onpe,ueneHI/m ueneﬁ 66301’[8,CHOCTI/I HepCOHaHI)HLIX JaHHBbIX, OHpe[[eJ'II/ITb KaKuMHUu
pecypcamu (MaTepHaJbHbIE, CTPYKTYPHbIC, OpPTaHU3allMOHHbIE) OHM OYyAYyT NOCTUTHYTHI, W HAWTH pa3yMHBIH
KOMIIPOMUCC MEXTy IPUEMIIEMbIM YPOBHEM 0€30MaCHOCTH ¥ () YHKIIMOHATHHOCTBIO.

ITonuTuka HUKHErO ypOBHS, ONIpEAENAeT NPOLELYpPhl, U NpaBUila AOCTUKECHUS LENeH U peleHus 3a1ad
6e30MaCHOCTH IIEPCOHANBHBIX JAHHBIX U JETAIH3UPYET (periIaMeHTHPYeT) 9TH NpaBuia:

- KaKkOBbl pOJM © OOS3aHHOCTH JOJDKHOCTHBIX JIMIl, OTBEYAMOUIME 3a MPOBEACHHE IOJUTHKH
0€301aCHOCTH MEPCOHANBHBIX JIAHHBIX;

- KTO MMEET MpaBa JOCTYIa K MEePCOHANBHBIM JaHHBIM, KTO U MPH KaKHX YCIOBHUSIX MOXET YHTATh U
MOU(DHUIMPOBATH TIEPCOHAIBHBIC TAHHBIC U T.JI.

IMoauTHKA HIDKHETO YPOBHS JIOJKHA:

- npeaycMaTpuBaTh perjaMeHT HHGOPMAIOHHBIX OTHOIIEHHWH, MCKIIOYAIOIMX BO3MOXKHOCTD
HpOI/ISBOJ'H)HI)IX, MOHOIIOJIBHBIX UJIN HecaHKHI/IOHI/IpOBaHHLIX HeﬁCTBHﬁ B OTHOLLICHUHN I/IH(bOpMaLII/IOHHI)IX peCprOB;

- OHpeI[e.HSITI) KOAJIUIIMOHHBIC H HepapaneCKHe HpI/IHHI/IHI)I U METOIbI pa3)1eneH1/151 CCKPETOB nu
paSFpaHI/I'-IeHI/I)I [[OCTyHa K HepCOHaHI)HI)IM JaHHBIM

- BbIOUpPATh NPOrpaMMHO-TEXHUYECKHe (amnmapaTHble) cpeAcTBa mnpoTuBogeicTteuss HC/J,
ayTeHTUHUKALUKM, aBTOPU3AIMU, UAEHTHUPUKALMU U JAPYTUX 3AUMTHBIX MEXaHU3MOB, 00€CHeYHBAIIINX
rapaHTHH peau3aliy PaB U OTBETCTBEHHOCTH Cy0'beKTOB HHPOPMAIIMOHHBIX OTHOIIEHUH.

7.6. PersiameHTanMsa 40CTyIa B IOMeLleHUs

Komnonentsl uHpOpMAUOHHBIX cucTeM OpraHu3aluyd JOJDKHBI Pa3MEMIaThCS B TIOMEIICHUSX,
HAXOJIAIIUXCS O] OXPAHOH MM HAOIIOJICHUEM, HCKITFOYAOIUM BO3MOKHOCTh OCCKOHTPOJILHOTO IPOHUKHOBECHHUS
B MOMEIICHUS MOCTOPOHHUX JIMII M OOECICYUBAIOIINM (U3UUYECKYI0 COXPAHHOCTh HAXOJSIIUXCS B IOMEUICHUU
3alMIIaeMbIX pecypcoB (HokymeHToB, APM wm T.1.). YOOopka Takux NOMEUICHHUH OJDKHA IMPOU3BOAUTHCS B
l'IpI/ICyTCTBI/H/I OTBETCTBCHHOT'O COpr)IHI/IKa, 3a KOTOpBIM 3aerHHeHBI JAaHHBIC KOMIIOHCHTBI, C COGHIO}IGHI/ICM Mep,
HUCKJIIIOYAKOIIUX JlOCTyl'I HOCTOpOHHI/IX JIMI K 3alIUIIacMbIM I/IH(I)OpMa[H/IOHHBIM pecypcaM.

BCC HOCTOpOHHI/Ie JIMaa HOHyCKaIOTCH B IIOMCUICHUA C KOMIIOHCHTAMHU HHq)OpMaHPIOHHOfI CHUCTEMBI TOJIBKO
B IIPUCYTCTBHH COTPYAHUKOB OpraHu3aIiiy.

HO OKOHYaHUU pa6oqero JHA, IIOMCIICHUS, B KOTOpI:.IX pa3MeH_[a}OTCH KOMITOHCHTBI I/IH(l)OpMaHI/IOHHBIX
CUCTEM OpraHmaum/I, JOJIPKHBI 3a1mpaT1)0ﬂ Ha KJII0Y.

B cnydae ocHamieHHs IOMEIICHUH CPEICTBAMH OXPAHHOM CHTHAJH3AIMU, a TAKKE aBTOMATH3HPOBAaHHON
CHUCTEMOW TpHeMa M PETUCTPAIMH CHTHAJIIOB OT 3THUX CPEICTB, NMPHUEM-Claya TaKUX MOMEIICHUH IO OXpaHy
OCYILIECTBIIIETCS HA OCHOBAHUHY CICIIHATIBHO pa3padaThiBaeMOil HHCTPYKIIUH.

7.7. PernameHTanus AONMYCKa COTPYAHUKOB K MCIOJIb30BaHHI0 MHPOPMaLMOHHBIX PECypCcOB

B pamkax paspenMTeNbHOW CHCTEMBI (MAaTPHIBI) IOCTYNA YCTAHABIMBACTCSA: KTO, KOMY, KaKyHO
HH(POPMALIMIO M I KAKOTO BH/a JOCTYIIA MOXKET IPEIOCTABUTh M IIPH KAKUX YCIOBHSX.

Jomnyck mojb3oBaresieil Kk pabore ¢ MHOOPMAIMOHHBIME cHUcTeMamMu OpraHu3alud W JOCTYyNl K HX
pecypcaMm IOJKEH OBITh CTPOro periaMeHTHpOBaH. JIFoOble M3MEHEHHS COCTaBa M ITOJHOMOYHH ITOJIB30BATCIICH
MOJCHCTEM JTOJUKHBI TPOU3BOIUTHCS YCTAHOBICHHBIM HOPSIIKOM.



YpoBeHb MOTHOMOYHI KaXTOTO IIOJIB30BATENs OMpEAesieTCs MHANBHIYaIbHO, COOMIONas CIeAyIomune
TpeOOBaHUS:

- KQXIBI COTPYOHHUK TIONB3YeTCS TONBKO TPEANMCAHHBIMA €My IIpaBaMH II0 OTHOUICHHIO K
MIEPCOHAIBHBIM JTaHHBIM, C KOTOPBIMHI €My HeoOXormMa padoTa B COOTBETCTBUH C TOJDKHOCTHBIMH O0S3aHHOCTSIMH.
Pacmmpenne mpaB 1ocTyma W TIpEeAOCTaBICHHE IOCTyHa K IOMOJHHUTENBFHBIM WH(GOPMAIMOHHBIX pecypcaM, B
00s13aTeTFHOM TOPSIZIKE, TOJDKHO COTIIACOBBIBATHCSI C OTBETCTBEHHBIM 3a OPTaHU3aIMI0 00pabOTKH MEepCOHANBHBIX
JTAaHHBIX;

- pykoBoauTens OpraHu3aliii UMEET MpaBa Ha MPOCMOTP WH(POPMALIUU CBOUX MOTYHHEHHBIX TOJBKO
B YCTaHOBJICHHBIX MPEJENIaX B COOTBETCTBUH CO CBOMMH JOJDKHOCTHBIME 00S3aHHOCTSIMH.

Bce cotpynnukm OpraHu3andd ¥ OOCTYXHBAIOIIMA TEPCOHAN, JOJDKHBI HECTH MEPCOHATBHYIO
OTBETCTBCHHOCTH 32 HAPYIICHHS YCTAHOBJICHHOTO MOPSIKAa 00paOOTKH MEPCOHANBHBIX JAHHBIX, IPABHI XPaHCHUS,
UCIIOJIb30BaHUsI U TEpeJadyd HaXOAAUIMXCS B UX PACHOPSDKCHHU 3allUINAEMbIX PECypcoB CHUCTeMBI. Kaxbiid
COTPYAHUK (TIpH TIpueMe Ha paboTy) JOJDKEH IOAMUCHIBATE 003aTEIbCTBO O COOJIIOACHUN W OTBETCTBEHHOCTH 32
HapyIIeHUEe YCTaHOBJICHHBIX TPeOOBAHMH 110 COXPaHEHHUIO IIEPCOHATBHBIX JaHHBIX OpraHu3aliiy.

O6paboTKa NepcoHaJbHbIX JAHHBIX B KOMIOHeHTaXx HWHGOpMalMoOHHBIX cucTeM OpraHusanuu
J0JDKHA IPOU3BOJUTHCS B COOTBETCTBUU C yTBEPXKJEHHBIMU TEXHOJOTUYECKUMU UHCTPYKIIUSAMU.

7.8. PersameHTanus MPOLECCOB OGCAYKMBAaHUA U OCyHIeCTBJIeHUA MoAupUKanuu
annapaTHbIX ¥ MPOrpaMMHBIX pecypcoB

B memax nommepkaHus —pexuMa  HHGOOPMAIMOHHONW  O€30MacCHOCTH  allapaTHO-NPOrpaMMHast
KOH(UTypanusi aBTOMaTU3UPOBAHHBIX paboYMX MeCT COTPYAHMKOB OpraHu3aliy, ¢ KOTOPBIX BO3MOXEH JOCTYH K
pecypcam HH(GOPMAIIMOHHON CHCTEMBI, IOJDKHA COOTBETCTBOBATh KPYTy BO3JIOKEHHBIX HAa JAHHBIX MOJH30BATEICH
(hYHKIIMOHATBHBIX 00S3aHHOCTEH.

B kxoMnoHeHTax MHGOpPMALlMOHHOM CHUCTEMbl M Ha paboyuMx MecTax I[0JIb30BaTeseld J[OJIKHbI
yCTaHABJIMBATbCS U UCN0JIb30BAaThCA JMLIEH3UOHHbIe IPOrpaMMHble Cpe/iCTBa.

7.9. O6GecneyeHue U KOHTPOJIb PU3NYECKOI IIeJIOCTHOCTH (HEU3MEHHOCTH KOHUrypanuu)
anmnapaTHbIX pecypcoB

O0opynoBanne HMHPOPMAIIMOHHBIX CHCTEM, HCIIOJIB3yeMOE JUIs JIOCTYNa W XpPaHEHUsl MepCOHAJIBbHBIX
JIAHHBIX, K KOTOPOMY JOCTYIl OOCIY)XMBAIOLIETO MepcoHaja B Mpoliecce 3KCIUTyaTalud He TpelyeTcs, mocie
HaJlaJOYHBIX, PECMOHTHBIX U UMHBIX pa60T, CBsA3aHHBIX C JOCTYIIOM K €0 KOMIIOHECHTaM HJOJI’)KHO 3aKPbIBATHCH.

7.10. IloaGop ¥ NOATOTOBKA NEPCOHAJIA, 060yYeHHUe N0JIb30BaTe1el

[Nonmp3oBarenn WHPOPMAIMOHHEIX cUcTeM OpraHm3alud, a TaKKe PYKOBOISAIIUN M OOCITYKUBAFOIIUI
MEpCOHAN JOJDKHBI OBITh O3HAKOMJIGHBI CO CBOMM YPOBHEM IIOJIHOMOYHH, a TakXe OpraHU3allHOHHO-
pacnopsSAUTENbHOW, HOPMATUBHOM, TEXHUYECKOM M HKCIUIyaTallMOHHON [TOKyMEHTalMeH, olpeaesnsoueit
TpeOOBaHUS U MOPSIOK 0OPaOOTKH IMEPCOHATBHBIX JaHHBIX B OpraHu3amny.

OOecrieueHre 0€30MacCHOCTH  TIEPCOHAIBHBIX JaHHBIX BO3MOXKHO TOJBKO TIOCHE BBIPAOOTKH Y
MOJIb30BaTENeH ONpeNeIeHHON KYIbTYPhl pa0OTHhI, T.€. HOPM, 00sI3aTENbHBIX JIJIsl UCTIONHEHHS BCEMU, KTO paboTaer
¢ uHOpMAIMOHHBIME pecypcamu Opranm3anud. K TakuM HOpMaM MOXHO OTHECTH 3ampelieHHe JFObIX
YMBIIUICHHBIX HMJIM HEYMBIIUICHHBIX JEHCTBUI, KOTOpblE HApYIIAIOT HOPMAaJbHYI0 pabOTy KOMIIOHEHTOB
MHPOPMAIMOHHBIX cucTeM OpraHu3anyy, BbBI3BIBAIOT JIONOJHUTENbHBIE 3aTpaThl PECypcoB, HApYyIIAOT
[EIOCTHOCTh XpaHUMOW ¥ oO0pabaTeiBacMol WH(pOpPMAIWK, HApPYIMIAIOT HHTEPECHl 3aKOHHBIX IIOJB30BaTeleH,
BJIAJICNBLIEB FIIH COOCTBEHHHUKOB.

Bce momp3zoBarenn wHGMOpMAIMOHHBIX cucTeM OpraHu3alii  JOJDKHBI OBITh  O3HAKOMIICHBI  C
OPTaHU3AIMOHHO - PACIOPSIUTEIBHBIMH JOKYMEHTAMH IO O0ECHeueHHI0 0e30MacHOCTH IePCOHANBHBIX JaHHBIX
OpraHu3anyy, B 9acTH, WX KacaloUIeWcs, NOJDKHBI 3HATh M HEYKOCHUTEIHHO BEHITIONHATH WHCTPYKIIMA W 3HATH
oOrre 00s3aHHOCTH M0 00ECTICYCHHIO0 0E30IaCHOCTH MEPCOHATBHBIX TAaHHBIX. [loBefeHre TpeOOBaHUI yKa3aHHBIX
JOKYMEHTOB 0 JIUII, JONYIIECHHBIX K 06pa60TKe 3alUIIAECMBIX IIEPCOHAJIBHBIX MTAHHBIX, JOJIKHO OCYIICCTBJIATHCA
MOl POCIIUCh.

7.11. OTBEeTCTBEHHOCTb 32 HapylleHHUs YCTAaHOBJIEHHOrO0 MOPAAKA N0Jb30BaHHMs pecypcaMH
MHPOPMALMOHHOM cucTeMbl OpraHusamnuu.

Mepa OTBETCTBEHHOCTH IIEPCOHANIA 3a JCHCTBUS, COBEPIICHHBIC B HAPYIICHHE YCTAHOBIICHHBIX ITPABHII
obecrieueHHst Oe30macHOi pabOTHI C MEPCOHATBHBIME JAaHHBIMH, JOJDKHA ONPEACTATHCS HAHECCHHBIM YIIepOoM,
HAJIMYHEM 3JI0TO YMBICIIA U JPYTUMHE (PaKTOpaMH [0 YCMOTPEHHIO PYKOBOACTBa OpraHu3aIlyy.

Jus  peanuw3alMy TMPHHIUIIA IIEPCOHANBFHONW OTBETCTBCHHOCTH IOJI30BATENCd 3a CBOM JCHCTBUS
HEOOXOTUMBI:

- WHIWBUIyaNbHAs WICHTH(UKANWSA TOJIb30BaTeNie W HWHUIMHPOBAHHBIX KMH IIPOIIECCOB, T.C.
ycTaHoBneHue 3a HuMH wuaeHtudukaropa (login, Username), Ha 06a3ze KOTOPOTO OyAeT OCYIIECTBISTHCS
pasrpaHWYEeHHE TOCTYIa B COOTBETCTBUH C MPUHIUIIOM 00OCHOBAHHOCTH JIOCTYTIA;

- MIPOBEpKa MOIJTMHHOCTH MOJIb30BaTeNlel (ayTeHTU(PUKAINSA) Ha OCHOBE TapoJIeH;

- peakuus Ha MONbITKKA HECAHKI[MOHUPOBAHHOTO IOCTyNa (CUrHaIM3anus, 6JI0KHUPOBKaA U T.[.).

7.12. CpepcrBa obecnedyeHust 6€30MaCHOCTH MTEPCOHAIBHBIX JJAHHBIX

Il obecnieuennst nHGOpMAMOHHON Oe3omacHocTr OpraHU3alliy WCIIONB3YIOTCS CISAYIONIHE CPEeICcTBa
3aIUTHL:



- (usHueckne cpencTna;

- TEXHHUYECKHE CPEIICTBA;

- CpencTBa UACHTU(HUKANNY U ayTCHTU(HUKAIIIH TOIb30BATEINEH;

- CpeACTBa pasrpaHUICHUS JOCTYIIA;

- cpencTBa 00ecIedeHNsI M KOHTPOIISI LIEIOCTHOCTH;

- CpEeACTBa ONEPATHBHOTO KOHTPOJISA M PETHCTPANHU COOBITHI O€30MIaCHOCTH.

CpeacTBa 3auuThbl JOJ/DKHBI IPUMEHSTbCS KO BCeM pecypcaM HWHQOPMALMOHHBIX CHUCTEM
OpraHusanuy, He3aBUCHUMO OT UX BUZA U GOPMBI NIpe/icTaBJeHUs1 HHPOpPMaIMY B HUX.

7.12.1. ®PusuvecKue cpeCTBA 3aLUThI

@dusndeckre Mephl 3alIUTHl OCHOBAHBI HA MPUMEHEHHH PAa3HOTO POJAa MEXAHMUYECKHX, HIIEKTPOHHBIX HIIH
3JIEKTPOHHO-MEXaHHMUYECKHX YCTPONUCTB M COOPYKEHHH, CIIECIHATbHO MPEIHA3HAYCHHBIX ISl CO3JaHUs (PU3NUECKUX
NPEMATCTBUN Ha BO3MOXKHBIX ITyTAX MPOHHUKHOBCHUS M JIOCTYNA MOTCHIHMAIBHBIX HAPYIIUTENIEH K KOMIIOHEHTaM
CHCTEMBI W 3alIMIIAEMbIM NEPCOHAIBHBIM JJaHHBIM, @ TAKXK€ TEXHHUYECKHX CPEICTB BU3yalbHOTO HAaOJIOICHUS,
CBSI3M U OXPAaHHO} CHTHAJIM3AINH.

Hns obecrieuennst pu3mdeckoil 6€30MaCHOCTH KOMIIOHEHTOB HH(OpMaruoHHON cucteMbl OpraHu3anud
HEOOXO/JMMO OCYIIECTBIATh PsJi OPraHU3AllMOHHBIX W TEXHHYECKHX MEPOIPUSATHH, BKIIOYAIOLIMX: IMPOBEPKY
000pynoBaHysl, PeJHa3HAYESHHOTO JJIsi 00paOb0TKU MEPCOHANBHBIX IAaHHBIX, Ha:

- HaJIN4Ke CTELHaTbHO BHEAPEHHBIX 3aKIaJHBIX YCTPONUCTB;

- BBEJICHHE JOMOJHUTENIBHBIX OTPaHUYCHUN IO [JOCTYIy B IIOMELICHMS, IpeAHA3HAUYEHHBIC I
XpaHEeHHUS ¥ 00pabOTKH MEPCOHANBHBIX TaHHBIX;

- o6opyioBaHuE cMCTeM HHGOPMaTU3ALUU YCTPOHUCTBAMU 3aLUThI OT CO0EB 3JIEKTPOIUTAHUS
Y TIOMeX B JIMHUSX CBS3H.

7.12.2. TexHu4ecKue cpeCTBA 3ALUTHI

Texundeckue (ammapaTHO-TIPOrpaMMHBIE) MEPHI 3alIUTHl OCHOBAHBI HA HCHONB30BAHUHM PA3IHIHBIX
3JIEKTPOHHBIX YCTPOWCTB M CHENHAIbHBIX NPOTPaMM M BBINONHSIOMMNX (CaMOCTOSITENIBHO WM B KOMIUIEKCE C
JIPYTHMH CPEACTBaMH) (YHKIWHU 3aIIUTHI (MACHTH(UKAINIO W ayTCHTU(QHKALMIO I0JIb30BaTeNeH, pa3rpaHndeHNe
JIOCTYyIIa K pecypcam, peTHCTPAIMI0 COOBITHH, KpunTorpaduuecKoe 3aKpbITHE HHPOPMAIUU | T.1.).

C yyeroM Bcex TpeOOBaHHWI M MPUHIMIOB 0OeCHeYeHUs] 030IIaCHOCTH IIEPCOHANBHBIX JaHHBIX 10 BCEM
HaIpaBJIECHUAM 3alIUTHI B COCTAB CUCTEMBI 3aIIUTHI JOJKHBI ObITh BKIIFOUEHBI CIIEAYIOIINE CPEACTBA!

- CpEICTBA Pa3TPAHUYEHUS TOCTYIA K JAHHBIM;

- CPeACTBA PErucTpaluy JOCTyNa K KOMIIOHEHTaM HWH(OPMAIMOHHON CHCTEMBI M KOHTpOJS 3a
UCIIOJIb30BaHHEM HH(OpPMAIINH;

- CpeCTBa pearnpoBaHusl Ha HApYLICHUsI pexXuMa HHPOPMAIMOHHON 6€30aCHOCTH.

Ha texHu4eckne cpeacTBa 3alIUTHI BO3JIaraeTcs peleHne CIeayoInX OCHOBHBIX 3a/1au:

- naeHTHOUKANNS M ayTeHTH(UKanMs NOJb30BaTeNed MNpU IMOMOIIM WMEH WM CIEHHaIbHBIX
anmapatHeix cpencts (Advantor, Touch Memory, Smart Card u T.11.);

- periaMeHTanusl W yNpaBJIeHHE [OCTYIIOM II0JIb30BaTeNied B MOMENICHUS, K (U3NYeCKUM H
JIOTHYECKUM yCTPOUCTBaM;

- 3alIUTa OT TPOHUKHOBEHHS KOMITBIOTEPHBIX BHPYCOB M  Pa3pyLIMTEIBHOTO BO3ACHCTBUSA
BPEIOHOCHBIX ITPOTPaMM;

- perucTpanys BceX AEHCTBMH IIONB30BaTeNs B 3alUIICHHOM JKypHaue, HaJIWMYHe HECKOIbKUX
YPOBHEHN perucTpanuu;

- 3alIUTa JaHHBIX CHCTEMBI 3aIlUTHl Ha (hailIoBOM cepBepe OT JAOCTYMa IIOJNb30BaTeNe, B UYbH
JIOJDKHOCTHBIE O0SI3aHHOCTH HE BXOJUT paboTa ¢ MHPOPMALINH, HAXOIAIIEHCS Ha HEM.

7.12.3. CpeacTrBa naeHTUGUKALMY M ayTeHTUPUKALUM N0JIb30BaTeael

B nensix mpemotBpamieHust paboTel ¢ pecypcaMu MHGOPMAIMOHHBIX cucteM OpraHu3aliy IOCTOPOHHUX
JMI HEoOXO0ANMO 0O0ecIeunTh BO3MOXKHOCTH PACIIO3HABAHUSI KAXKIOTO JIETAIFHOTO IIOJIB30BATENs (WM TPYII
nonb3oBaresneit). s uaeHTHGUKAMY MOTYT IPUMEHSTHCS Pa3IMuHOTO poJia yCTPOWCTBA: MarHUTHbBIE KapTOYKH,
KJTFOYH, KITIOYEBbIe BCTABKH, JUCKETHI U T.I1.

AyTtenTtudukanus (MOATBEPKACHUE ITOTMHHOCTH) TIOJIB30BaTENeH TaKKe MOKET OCYIIECTBIATHCS:

- MyTeM IMPOBEPKH HAIUYUS Yy IOJb30BaTeNeH KaKUX-THOO CHEeNHAbHBIX YCTPOMCTB (MAarHUTHBIX
KapTo4eK, KITFoueil, KIIF0YeBbIX BCTABOK H T.1.);

- MyTeM NPOBEPKH 3HAHUS MU TapoJieH;

- NyTeEM TNPOBEPKU YHUKAJbHbIX QU3MYECKUX XapaKTepUCTUK U MapaMeTpoOB CaMHX
M0J/1b30BaTesIeN MMPU MOMOIIH ClIeIHaJIbHbIX OUOMETPUYECKHUX YCTPONCTB.

7.12.4. CpeacTBa pasrpaHM4YeHUs AOCTyNa

30HBI OTBETCTBEHHOCTH M 3aJlaull KOHKPETHBIX TEXHHYECKHX CPEJICTB 3aLIUThl YCTAHABINBAIOTCS MCXOMS
U3 UX BO3MOXKHOCTEH M DKCIUTyaTallMOHHBIX XapaKTEePUCTHK, ONIMCAHHBIX B IOKYMEHTALMH Ha JaHHbBIE CPE/ICTBA.

TexHu4eckue cpeacTBa pa3rpaHUUYCHUs] JIOCTYIA IOJDKHBI 10 BO3MOXKHOCTH OBITH COCTaBHOHM YacThbio
€MHOM CHCTEMBI KOHTPOJISI JOCTYMa:

- Ha KOHTPOJIUPYEMYIO TEPPUTOPHIO;



- B OT/ACNBHBIC TOMEICHHUS;

- K KOMIIOHEHTaM HH()OpPMaMOHHOW cpeabl OpraHm3anmuyu W 3JIEMEHTaM CHCTEMBI 3aIlUThI
MIEPCOHAIBHBIX TaHHBIX ((PU3UUECKUl TOCTYT);

- K HH(POPMAIMOHHBIM pecypcaM (ZOKyMeHTaM, HOCHUTEIIM nHpopManuy, ¢aiiaaM, HabopaMm JaHHBIX,
apxuBaM, CIIpaBKaM H T.1I.);

- K aKTHBHBIM pecypcaM (IIPUKIaIHBIM IPOrpaMMa, 3a1adaM 1 T.11.);

- K OTlepaljMOHHOM CUCTEMe, CUICTEMHBIM IPOTpaMMaM U IporpaMMaM 3allUThI.

7.12.5. CpeacTBa o6ecnneyeHMs1 U KOHTPOJIS L,eJI0CTHOCTH

CpenctBa oOecrieueHUs LETOCTHOCTH BKIJIIOYAIOT B CBOHM COCTaB CPEACTBA PE3EPBHOTO KOIMPOBAHUS,
NpOrpaMMbl aHTHBUPYCHOW 3aIUTHI, HPOIPAaMMBbI BOCCTAHOBJICHHUS IIEJIOCTHOCTH OIEPAIllMOHHOW cpensl U 0a3
JIaHHBIX.

CpenctBa KOHTpOJISI IIEJIOCTHOCTH HWH(OPMALMOHHBIX pPECYpCOB CHCTEM IpeIHA3HA4YeHBl IS
CBOEBPEMEHHOI'0 OOHApyKeHMs1 MOAM(PUKALNYN MM HCKKEHHS pecypcoB cucteMbl. OHU TO3BOJISIOT 00eCTeunTh
MPaBIIBHOCTS (PYHKIMOHUPOBAHHS CHCTEMBI 3AIUTHI U IEIOCTHOCTh XPAaHNUMOW 1 00pabaTsiBacMOi HH(MOPMALIHH.

KonTpons memoctHocTH HWH(OpMAIMH W CPEICTB 3alIMTHI, C LEIbI0 OOECHEYCHUS HEM3MEHHOCTH
MH()OPMAMOHHON Ccpepl, ONpenelsieMOd MpPEeXyCMOTPEHHOW TeXHoJorHel oO0paOOTKH, W 3aIUTHl  OT
HECAaHKIIMOHMUPOBAHHOI MOAU(UKAIINY IEPCOHATBHBIX TaHHBIX JOIDKEH 00€CIeYnBaThCA:

- CPEACTBAMH pa3rpaHUYCHUS AOCTyMa (B MOMELICHUS, K JOKYMEHTaM, K HOCHTEJIAM HH(pOpManny, K
cepBepam, JIOTHIECKUM YCTPOMCTBAM H T.I1.);

- CPEeACTBaMU 3JIEKTPOHHOM MO/IHCH;

- CpeACTBaMM TOJCYETa KOHTPOJBHBIX CYMM (A HCHOJb3yeMOro IPOrpaMMHOrO
obecrneyeHus).

7.12.6. CpejcTBa ONlepaTUBHOTO KOHTPOJISI U PETUCTPALUM COGBITHI 6€30MacHOCTH

CpezncrBa 00BEKTUBHOTO KOHTPOJISL IOJDKHBI 00€CHIEYHBATh OOHAPYKEHUE U PETUCTPAIMIO BCEX COOBITHIA
(meticTBuii monp3oBateneit, monsitok HCJI u T.11.), KOTOpBIe MOTYT HOBJEYh 3a cOO0M HapylieHHe 0e30IacHOCTH U
MPUBECTH K BO3HUKHOBCHUIO KPHU3HUCHBIX CHUTyallMid. AHAJIN3 COOpAHHO# CpeiCcTBaMU pErucTparuu WHOopMaIum
MO3BOJISIET BBISIBUTH (DAKTHI COBEPIICHHS HAPYIICHWH, WX XapakTep, MOACKa3aTh METOJ €ro paccieloBaHhs H
CIOCOOBI TIOMCKa HAapyLIMTENs W HWCTpaBleHUS cuTyauu. CpeacTBa KOHTPOJS W PETHCTPAlMU  IOJDKHBI
MPEIOCTaBIATh BO3MOKHOCTH:

- BEICHHS U aHAJIN3a KYPHAJIOB PETUCTPALMH COOBITHII O€30I1aCHOCTH (CHCTEMHBIX XKYPHAJIOB);

- MIOJTy4SHHs TBEPJIOH KOIHH (II€UaTH) XKypHalla perHCTpalii coOOBITHH 0€30MacHOCTH;

- YIOPSAA0YEHMS )KYPHAJIOB, @ TAK)XKE YCTAHOBJICHUS OTPAHUYEHUN HA CPOK UX XPAHEHUS;

- OIIEPaTHBHOI'O OIOBEIICHHSI OTBETCTBEHHOTO 33 OPTaHMU3aIMI0 00PadOTKH NEPCOHATBHBIX JaHHBIX O
HapyLIECHHSX.

ITpu perucrpanyu coObITHI 0€30MACHOCTH B )KypHaJIe HOJKHA (PUKCUPOBATHCS ClIeyIoIIas HHPOPMAIHs:

- JaTa v BpeMsi COOBITHSI;

- HUACHTUPHUKATOP CyOBEKTa, OCYIIECTBISIONIETO PETUCTPUPYEMOE JIeiicTBHE;

— JeiicTBre (THI JOCTYIIA).

7.13. KoHTpo/b 3pPEeKTUBHOCTU CUCTEMBI 3ALLUThHI

KonTponb 3 (peKTHBHOCTH 3alINUTHl NMEPCOHATBHBIX NaHHBIX OCYIIECTBISIETCS C LENIBI0 CBOEBPEMEHHOTO
BBISIBJICHUSI M NIPEIOTBPAICHUS YTEUKN NEPCOHAIBHBIX JIAHHBIX 3a CUET HECAHKIIMOHMPOBAHHOTO JIOCTYIA, & TaKKe
MPEAYNPEXICHUS BO3MOXKHBIX CIICIMAIBHBIX BO3ACHCTBUI, HANPABICHHBIX HAa YHHUYTOXKCHHE HEPCOHAIBHBIX
JIAHHBIX, pa3pylIieHre cpeacTB HHpopMaTH3au. KOHTPOIIb MOXKET MPOBOAMTHCS MPHUBIEKAEMBIMH JUIS 3TOU LIETH
OpraHu3anusaMn, UMEIOIMUMHA JIMICH3WUIO HAa OTOT BU ACATCIIbHOCTH.

OneHka 3¢GEeKTUBHOCTH Mep 3alIUThl MEPCOHANBHBIX JAHHBIX MPOBOAUTCS C KCIOJb30BaHHUEM
TEXHUYECKUX ¢ TMPOrpaMMHBIX CpeJCTB KOHTPOJI Ha IpeJMeT COOTBETCTBUS YCTAHOBJIEHHBIM
TpeOGOBaAHUSIM.



